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Forward Looking Statement
Statement under the Private Securities Litigation Reform Act of 1995:
This presentation contains forward-looking statements about the company’s financial and operating results, which may include expected GAAP and non-GAAP financial and other operating 
and non-operating results, including revenue, net income, diluted earnings per share, operating cash flow growth, operating margin improvement, expected revenue growth, expected current 
remaining performance obligation growth, expected tax rates, the one-time accounting non-cash charge that was incurred in connection with the Salesforce.org combination; stock-based 
compensation expenses, amortization of purchased intangibles, shares outstanding, market growth and sustainability goals. The achievement or success of the matters covered by such 
forward-looking statements involves risks, uncertainties and assumptions. If any such risks or uncertainties materialize or if any of the assumptions prove incorrect, the company’s results could 
differ materially from the results expressed or implied by the forward-looking statements we make. 

The risks and uncertainties referred to above include -- but are not limited to -- risks associated with the effect of general economic and market conditions; the impact of geopolitical events; 
the impact of foreign currency exchange rate and interest rate fluctuations on our results; our business strategy and our plan to build our business, including our strategy to be the leading 
provider of enterprise cloud computing applications and platforms; the pace of change and innovation in enterprise cloud computing services; the seasonal nature of our sales cycles; the 
competitive nature of the market in which we participate; our international expansion strategy; the demands on our personnel and infrastructure resulting from significant growth in our 
customer base and operations, including as a result of acquisitions; our service performance and security, including the resources and costs required to avoid unanticipated downtime and 
prevent, detect and remediate potential security breaches; the expenses associated with new data centers and third-party infrastructure providers; additional data center capacity; real estate 
and office facilities space; our operating results and cash flows; new services and product features, including any efforts to expand our services beyond the CRM market; our strategy of 
acquiring or making investments in complementary businesses, joint ventures, services, technologies and intellectual property rights; the performance and fair value of our investments in 
complementary businesses through our strategic investment portfolio; our ability to realize the benefits from strategic partnerships, joint ventures and investments; the impact of future gains 
or losses from our strategic investment portfolio, including gains or losses from overall market conditions that may affect the publicly traded companies within the company's strategic 
investment portfolio; our ability to execute our business plans; our ability to successfully integrate acquired businesses and technologies, including delays related to the integration of Tableau 
due to regulatory review by the United Kingdom Competition and Markets Authority; our ability to continue to grow unearned revenue and remaining performance obligation; our ability to 
protect our intellectual property rights; our ability to develop our brands; our reliance on third-party hardware, software and platform providers; our dependency on the development and 
maintenance of the infrastructure of the Internet; the effect of evolving domestic and foreign government regulations, including those related to the provision of services on the Internet, those 
related to accessing the Internet, and those addressing data privacy, cross-border data transfers and import and export controls; the valuation of our deferred tax assets and the release of 
related valuation allowances; the potential availability of additional tax assets in the future; the impact of new accounting pronouncements and tax laws; uncertainties affecting our ability to 
estimate our tax rate; the impact of expensing stock options and other equity awards; the sufficiency of our capital resources; factors related to our outstanding debt, revolving credit facility, 
term loan and loan associated with 50 Fremont; compliance with our debt covenants and lease obligations; current and potential litigation involving us; and the impact of climate change.

Further information on these and other factors that could affect the company’s financial results is included in the reports on Forms 10-K, 10-Q and 8-K and in other filings it makes with the 
Securities and Exchange Commission from time to time. These documents are available on the SEC Filings section of the Investor Information section of the company’s website at 
www.salesforce.com/investor. 

Salesforce.com, inc. assumes no obligation and does not intend to update these forward-looking statements, except as required by law.
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Current State: User Management

Best Practice: Role Based Access Control                            

Next Generation: Permission Set Groups



Current State: User Management



Security + Sharing = Success

Org-Wide Defaults (OWD)
● Options: Private, Public Read, Public Read / 

Write, Public Read / Write / Transfer (Leads 
& Cases only)

● Out-of-the-box defaults are very liberal!
● Make them as restrictive as possible
● Community Best Practice: Private
● Don’t configure for NOW, configure for the 

FUTURE
○ Easier to relax settings later than to take 

away access
● Consideration for mass imports: Record 

Owner can impact sharing
● Take Role Hierarchies into consideration



Sharing is Caring
Sharing Rules
● Exceptions to OWDs -> Can only open up settings; 

cannot restrict
● Opens up access to specific users or sets of users
● Rules can be based on Record Owner or criteria
● Make sure multiple rules don’t override each other
● Consider ‘Teams’ for Accounts, Opportunities and 

Cases
● Community Best Practice: Pay attention to sharing 

rules that have “Shared with roles and subordinates”
○ May inadvertently expose records to community 

users

Manual Sharing:
● Give ability to users for one-off sharing of records they 

own



Division of Labor for User Access Security

AdminsUsers Rights

WHO has access to 
WHAT?

Profile
Since Day 1

Permission Set
Since Winter’ 12

Permission Set Group

❗ Limit to one per user

● Baseline authorization 
users start with

● Default settings, i.e. 
default page layout, 
record types

● Grant users aggregated perms from a 
combination of perm sets via single group 
assignment

● Dynamic entitlement granting:  
many to many relationship with 
user, stackable and flexible

● Better subscriber org control of managed 
perm sets: mute perms without cloning 

● Represent user access needs at job function 
level

❗ At very granular level

● Better SFDX: source code 
compliant

GA in Spring’20



Best Practice: Role Based Access Control

● Follows the principle that permissions 
are granted based on job roles of 
individual users. 

● Allows users to access only the 
information they need to do their jobs.

● Prevents users from accessing 
information not pertinent to their job 
function. 

Roles in the context is not referring to 
Salesforce Role Hierarchy

 

Permission Set Group





Extend Success 
with Salesforce 
Labs 

Profile and Permission Set 
Helper

https://appexchange.salesforce.com/appxListingDetail?listingId=a0N3A00000FeF99UAF
https://appexchange.salesforce.com/appxListingDetail?listingId=a0N3A00000FeF99UAF


Look Ahead



Zero Permission 
Profile

Lightning SchedulerPerm Set 1

Perm Set 2 Case Management

Perm Set 3 Feedback App (from 
managed package)

Perm Set 4 Access to Leads

Customer Support Tier 1

Perm Set 1

Perm Set 2

Perm Set 3

Zero Permission 
Profile

Corporate Sales

Perm Set 1

Perm Set 4

Permission SetsPermission Set GroupsUser Profile
(1:1 Settings) (Job Roles) (Task Perms)

Permission Set Group - Use Case Example
Arrange permissions to represent user job functions



Vision: Role Based Access Control

Permission SetsPermission Set 
Groups

User Profile

Standard 
Permission Set Group

Custom
Permission Set Group

Managed(ISV
)
Permission Set Group

Standard Permission Set

Custom Permission Set

Managed (ISV) Permission 
Set

1:1 Settings Job Roles Task Based



Features in Future Roadmap

Permission Set Group Enhancement 
• Group Management for Delegated Admin
• Assign Object perms to Perm Sets during Object creation
• Automate group assignment based on user classifications

Productivity tools in Helper App
• Profile, Permission Set, User Comparisons
• Export Permission Analysis Report

You can influence our roadmap:
• Give feedback on sfdc.co/psgcommunity
• Nominate & rate features in IdeaExchange

https://sfdc.co/psgcommunity




Trails & Additional Resources

• Admin  Webinar sfdc.co/AdminWebinar2019PermissionBP

• Vision of Perm Management sfdc.co/PermManagementVision

• Untangling Profile (Developer Guide) sfdc.co/ProfiletoPermSetDevGuide

• Data Security Trail : bit.ly/DataSecurityBadge

• Perm Sets for Unlocked Packages Trail: bit.ly/PermSetsforUnlockedPackages


